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Objectives

This research explores the practical
and operational implementation of

the MITRE CRUC method in Cyber-
Physical Systems (CPS).

The study addresses the following re-
search questions:

e How is the MITRE CRUC method
applied in CPSs?

e Which implementation activities
and artefacts influence the
resulting resilience assessment?

e [s the MITRE CRUC method

suitable for operational resiliency
assessment (automated and
telemetry-driven in contrast to
manual, analytical evaluation)?

Introduction

Adversary behaviours in cyber-physical
systems (CPS) must be exercised on real
systems or high-fidelity testbeds to ob-
tain decision-quality evidence about mis-
sion impact and the effectiveness of mit-
igation [1]. CPS Taxonomies, threat-
modelling studies, and in-depth studies
linking threats, assets, and consequences
2, 3] underscore the need to validate de-
fence and mitigation measures empiri-
cally, rather than theoretically.

Empirical validation requires the quan-
tification of system resiliency, which is
used for informed governance and invest-

ment decisions.
enable the evaluation of system design
and alternatives to select the optimal
mission continuity improvement per unit
of cost, burden, or risk |4, 5]. We select
the MITRE Cyber-Resiliency Use-Case
(CRUC) method due to (a) its explicit
mission-centricity and consistency with
the National Institute of Standards and
Technology (NIST) cyber-resiliency en-
gineering framework [6]; (b) its trace-
ability from adversary tactics to de-
sign techniques and testable hypothe-
ses; (c¢) it can be used with pre-existing
prioritisation schemes (e.g., ATT&CK)
and multi-criteria decision methods |7].
CPS case studies reveal the lack of pub-
lic, step-by-step implementation guid-
ance for operationalising quantification
methods in actual CPSs (8, 9].
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Comparable measures

Employed Method

e A case study describing a fictitious
manufacturing company and its
operations and procedures.

¢ Determining the mission goal and
primary mission objective, followed by
the identification of supporting goals,
objectives, and sub-objectives

(MITRE CREF Navigator |10]).

e Weighing of mission objectives and
sub-objectives through contextual risk
analysis and threat modelling.

¢ Defining quantification methods for
measurable actions of sub-objectives.

e An experimental testbed to emulate
the manufacturing operations and
relevant ICT and power systems.

e Automated data collection ot
measured parameters for the
quantification of individual actions.

Resiliency Quantification

Resiliency quantification through the
Cyber Resiliency Score R [11] (Equa-

tions 1 to 3), where PE is the objective

component, PRY is the objective weight,
PES? is the sub-objective component,

PR®? is the sub-objective weight, PE4

is the action component, and PR* is the
action weight.
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R values are used for calculating the
Cyber Resiliency Quantification Index
(CRQI) T" using 4, where n is the num-
ber of values, ¢ the index of cyber re-
siliency value 0, 1, ..., n — 1, R; the
cyber resiliency value at index 72, and T;
the timestamp of cyber resiliency value.
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CPS testbed

An experimental CPS setup is built for
the case study to emulate relevant ICT
resources (Fig. 1).
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Figure 1:1CT hardware used in case-study.

Experiment Results

Cyber resiliency values for both Exper-
iment Scenarios (Figures 2 and 3, and

Table 1).
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Figure 2:Cyber resiliency values for Experiment
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Scenario #1.
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Figure 3:Cyber resiliency values for Experiment
Scenario #2.

Table 1: Experiment Results of
Scenarios #1 and #2

Experiment Scenario #1

Benchmark
Scenario

Experiment Scenario #2

Benchmark Alternative
Scenario Scenario

Alternative
Scenario

CRQI 42 256

Lowest Cyber Resiliency 80.8
Value

Cyber Resiliency
Improvement

16m 00s

No Internet or manufacturing
stopped

13836 41242 17398
94.3 58.6 8.9

67% 58%

[1m 30s 2'(m 15s 20m 55s

Conclusion

We demonstrate an operational appli-
cation of the MITRE CRUC method
in CPSs. The conducted case study
allowed for quantified comparisons be-
tween baseline and segmented designs,
revealing sizable and comparative gains
in operational resilience (CRQI improve-
ments of 67 % and 58 %) and increases in
minimum resiliency with reduced down-
tume.

We demonstrate that the MITRE CRUC
method is suitable for operational assess-
ment when supported by sophisticated
system analysis and robust telemetry:;
however, outcomes remain contingent on
context-specific weighting, the complete-
ness of metrics, and monitoring fidelity.
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