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Denmark Acknowledges the Threat
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Number of burglaries (homes, shops, companies etc.) ——— Recorded reports on cyber-related enrichment crimes ® CAGR

Cyber related crimes are increasing everyday in Denmark

* Denmark is one of the digital front runners in the world

* Denmark primarily focuses on three key trends in
digitalization:

« Cybersecurity competences
 Secure networks
« Security by design
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A cyber attack is a

Acquisition
Layer

Sensors

third-party excitation

« conducted in an illegitimate manner

Controller

J

False Data Injection Attack  Man-in-the-Middle Attack
(FDIA) (MITM)

* by injecting
« false data on single/multiple sensors,
communication links, actuators

* by denying
* Information from single/multiple
sensors, communication links, actuators

* with the capacity to disorient system
objectives/goals

Denial of Service
(DoS)

'Recognized by the US Government Accountability Office (GAO), North American
Electric Reliability Corporation (NERC)
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AALBORG Vestas impacted by cyber security incident
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Vestas Wind Systems A/S, Aarhus, 20 November 2021
Company announcement no. 2272021

stas hason 19 November 2021 beenimpacted by a cyber security incident. To contain the issue, IT systems

Vesta
2 O 1 6 are shut down across multiple business units and locations

As part of our crisis management setup for cyber security, we are working together with our internal and externa

2 O 1 O 2 O 1 4 Ukraine e e e My s e e ystene

Customers, employees and other stakeholders may be affected by the shutdown of several of our IT-systems.

| ra n S O uth KO rea N O e | eCtri City We will provide further updates when we have more information
Cause: Stuxnet Data theft for an hour

Hackers Remotely Kill a Jeep on
the Highway—With Me in It

(Source: Wired)

Secure PELS Era?

(Source: Forbes)

This Man Hacked His Own
Saudi Arabia i Solar Panels... And Claims
Cause: b o e s 1,000 More Homes Vulnerable

Shamoon Many electric SuU bsta‘tions Thomas Brewster Forbes Staff
disconneCted from the @ :ax;“:: ro at Forbes, covering cybercrime, privacy, securify and m
grid; affecting 225,000
customers

2012 2015
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Source: S. Sahoo, JCH Peng, S Mishra, T Dragicevic,
IEEE Trans. Power Electron.,
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“Distributed Screening of Hijacking Attacks in DC
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(a) DC Islanded Network, (b) AC Islanded Network
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((‘ Attack Detection Surface for Power
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Computation and Analyses

UNIVERSITET

Remote/local control

\ 4

Data Acquisition

Actuators

n

> Sensors
Measurements

Power Electronics

Control

Fig. Attacked power electronics control structure
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Source: S Sahoo, T Dragicevic, F Blaabjerg, "Cyber Security in Control of Grid-Tied Power Electronic Converters -
Challenges and Vulnerabilities”, IEEE Journal of Emerging and Selected Topics in Power Electronics, Early Access, 2019.
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Cyber Security Framework - A Perspective?

Cyber Attack Cyber Attack

Approach 1 /Fault? Detection
DEIEE INIey Data-driven
Smart Cyber Attacks ShcT | driven test detection

cLoup °ATA

REAL-TIME

DATA
> : Cyber Attack Cyber Attack
= Frotection Alarm Mitigation

REAL-TIME
SENSING

Physics . PfhySiCSd

informed [l Informe
Approach 2 @R detection

» Approach 1 - unreliable because of data (could always be manipulated)

» Approach 2 - Physics informed tools more reliable for security of PE
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Cybersecurity Framework
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Cyber Security Framework

 Cybersecurity solutions need
to be:
e Fast ‘
e Accurate
. P re C I S e / I‘ Disigi:éc:rlwce
Self-Healin
Signal ? Anomaly
J : itioati Detection
Reconstruction\GdLEELY
A

Cyber Attacks

Cyber
Attack
Detection

This framework needs to be

completed in few milliseconds
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Cyber Attack Modeling
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« A non-invasive approach to
determine  between  cyber
attacks and faults

« The anomaly is diagnosed
within 5 ms*

 We emphasize its design based

on the protection systems
configuration

*Measurements sampled at 1 kHz
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Detection Philosophy:
The consensusability law is broken under

Source: S Sahoo, JCH Peng, D Annavaram, S Mishra, T Dragicevic, “On Detection of False Data in Cooperative Cyberattad(s
Microgrids - A Discordant Element Approach”, IEEE Trans. Ind. Electron., vol. 67, no. 8, pp. 6562-6571, 2019.

Self-Healing Cybersecure Microgrids - International Microgrids Symposium



(( Attack on Frequency in AC Systems
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Detection Philosophy:

The consensusability law is broken under

Source: S Sahoo, Y Yang and F Blaabjerg, “Resilient Synchronization Strategy for AC Microgrids Under Cyber cyber attacks
Attacks”, IEEE Trans. Power Electron., vol. 36, no. 1, pp. 73-77, 2020.
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Features of proposed attack detection metrics:

1. It does NOT require design of an observer
2. It does NOT need system information
3. It does NOT need historic data from system

4. It does NOT require additional resources
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Cyber
Attack

Mitigation

o Attacked measurement detected

. e Stop communicating attacked measurement to other units
Detection

e Assign authentication labels to each measurement upon detection of
cyber attacks

B ° Authentication label of False (F) is assigned to attack measurements, and
Authentication vice-versa

* Transmit corresponding measurements with authentication labels marked with True (T) to the
attacked unit

® Reconstruct another signal using the trustworthy measurement and replace it with the

Mitigation attacked signal
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(G Self-Healing Signal Reconstruction
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Cyber
Attack
Mitigation

o Attacked measurement detected

e Stop communicating attacked measurement to other

Detection units

Attacked PE converter is used without any
interruption, thereby healing the system
from cyber attacks by itself

Transmitted
measurements

Attacked unit

Attack Detection

Metric

_1.0004 | 1.0004 f

273 6 * I
se B 3 £1.0002

2 E1 0002 + HOLD 22

N = I I TTIR I ITIT]»S &

Mitigation |ulkEEEE : - _ rse 4l ! i
0 1 2 Triggers 0 1 2 3

Time (seconds)

Time (seconds)

The presence of attack (identified using the
defined cyber attack detection metrics) is
termed as an “event”

Source: S Sahoo, T Dragicevic and F Blaabjerg, “An Event-Driven Resilient Control Strategy
for DC Microgrids”, IEEE Trans. Power Electron., vol. 35, no. 12, pp. 13714-13725, 2020.
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ControlDesk Project: DCMG Experiment: Closed Loop Operation - [Copy of Layout1 (1)
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Source: S Sahoo, T Dragicevic and F Blaabjerg, “An Event-Driven Resilient Control Strategy for DC
Microgrids”, IEEE Trans. Power Electron., vol. 35, no. 12, pp. 13714-13725, 2020.
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» Different cyber attack models have been investigated
» Anomaly detection between cyber attacks and other malfunctioning events

» Physics-informed cyber attack detection metrics have been identified:
It does NOT require design of an observer

It does NOT need system information

It does NOT need historic data from system

It does NOT require additional resources

Analyzed for all prominent energy management schemes

vVvyVvyvVvyy

» Event-driven signal reconstruction to mitigate cyber attacks:
» Objective-oriented approach
» Reports a resiliency scale of N-1
» Resilient to noise
» Feasible for worse case attack scenarios

» Computationally simple and easy to deploy
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Questions?

Subham Sahoo

e-mail: sssa@energy.aau.dk
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