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IEC61850 summary

s Communication Networks and Systems in Substation (Ed.1 2003)
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IEC 61850 IEC 60870

| DATAMODEL | DATAMODEL | DATAMODEL |

COMMUNICATION MODEL | COMMUNICATION MODEL

COMMUNICATION MODEL

h

IEC International Standard that was mearged from IEC60870 and IEEE UCA 2.0
IEC TC 57

» Power systems management and associated information exchange
= EMS, SCADA, Distribution automation, Tele-control, Tele-protection
= WG10 --- Power system IED communication and associated data

defines Data models(What to), Service(How to), Configuration language
decoupled Data model (Slow changing) from communication stack (Fast changing)
Client/Server (MMS message), Subsriber/Publisher (GOOSE, SV)

XML based Self-descriptive SCL files (Engineering tool)
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IEC61850 benefits

*» Interoperability — manufacturer and customer

s Free configuration — provides flexibility in system design
¢ Long term stability — reduces Maintenance costs

% Reduced wring — Installation/Commissioning costs
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J standarads expansio

|EC 61850-80-1
Guideline to exchange
61850 information over IEC

60870-5-101/104

substation to
control center

IEC 61850-50
between st

Power utility substations A
|IEC 61850-7-4

IEC 61850 parts, as of 2010

IEC 61850 future parts

Use of 61850 for -

(expected)

05819 03|

Wind power plant
IEC 61400-25

Distributed Energy Ress
IEC 61850-7-420

Hydro power plant
IEC 61850-7-410

T e S

IEC61850-1
1EC61850-2
1EC61850-3
1EC61850-4
IEC61850-5
1EC61850-6
1EC61850-7-1
1EC61850-7-2
1EC61850-7-3
1EC61850-7-4
IEC61850-7-410
1EC61850-7-420
1EC61850-7-5
1EC61850-7-500
1EC61850-7-510
1EC61850-7-520
1EC61850-8-1
IEC61850-8-2
IEC61850-9-1
1EC61850-9-2
1EC61850-10
1EC61850-10-2
1EC61850-10-210

Introduction and overview

Glossary

General requirements

System and project management

Communication requirements for functions and device models

Config il

Basic ¢ IEC61850-80-1
Basic i IEC61850-80-3
Basic ¢ IEC61850-80-4
Comp: IEC61850-80-5
IEC 61 IEC61850-90-1
Distrib IEC61850-90-2
IEC 61 1EC61850-90-3
Use of IEC61850-90-4
Basic ¢ IEC61850-90-5
Use of IEC61850-90-6
scsm IEC61850-90-7
scsm 1EC61850-90-8

SCSM 1EC61850-90-9
SCSM  1EC61850-90-10

Confol 1 61850-90-11

Interol /¢ -61850-90-12
TEC 6 16 c61850-90-13
IEC61850-90-14
IEC61850-90-15
IEC61850-90-16
IEC61850-90-17

1EC61850-100-1

2.0(13.03)
oK 1.0(03.08)
oK 20(13.12)
oK 2.0(11.04)
oK 2.0(13.01)

Guideline to exchanging info. from a CDC-based data model using IEC 60870-5-101/104 | OK

mapping to web protocols - requirement analysis and technology assessment TelecontrolNew item

AMI
Mapping between the]DLMS/COSEM [IEC 62056) and the IEC 61850 data models

Process
Guideline for mapping information between IEC 61850 and IEC 61158-6 (Modbus) Process
Use of IEC 61850 for the ¢ ication between substati oK
Using IEC 61850 for the communication between substations and control centres Process
Using IEC 61850 fo new item
Network engineering guidelines OK
Use of IEC 61850 to transmitmnformaﬁon according to IEEE C37.118 OK
Use of IEC 61850 forldistribution automation systems I New item
Object models for power converters inldistributed energy resources (DER) Isystems OK
IEC 61850 object models forlelectrical mobility I EV New item
Use of IEC 61850 fo New item
IEC 61850 object models for scheduling New item
Methodologies for modeling of logics for IEC 61850 based applications New item
Wide area network engineering guidelines New item

Extension of IEC 61850 info. Models(logical nodes & data models) for steam & gas turbines Process
Using IEC 61850 for| FACTS]data modeling

New item
Hierarchical architecture of a DER system New item
System management New item
Using IEC 61850 to transmit power quality data New item
Commissioning testing of IEC 61850 based systems New item

1.0(08.12)

1.0(10.03)

1.0(13.08)
1.0(12.05)

1.0(13.02)

® |[EC 61850 Ed1—Ed2 . "Communication Networks and Systems in-Substation
for Power Utility Automation"

® Standards expansion
Te,lecohtrol, AMI, Condition monitoring, PMU, Distribution automation, DER, EV, ESS, FACTS, Power quality

Oy



IEC61850 in Smart Grid

Cyber Security <IEC 62351>

IEC 62351-1 : Communication network and system
security - Introduction to security issues

IEC 62351-2:

IEC 62351-3

Glossary of terms

: Communication network and system
security - Profiles indudi
Profiles includin

Security for IEC 60870-5 and derivatives
IEC 62351-6: Security

IEC 62351-7 : Network and system management (NSM)
e data object models

N\

IEC 62351-4:
IEC 62351-5:

-

:

_ > >

» [EC 62357-1(Service Oriented Architecture) based struct

ure

<Canadian Smart Grid Architecture>

Canadian Smart Grid Architecture

» consists of 5 major layers

» defines the relationship between business layer, applicat
\‘IWMEFWW_) oS
] y H O

| Application
Energy Utility Utility Other -to-
Market Service : Application
Participants Qustomes Providers fisnesses (A28)
- > o~ &
E j E = \{‘: = E Business-
~ — ;] 7 ;] 2 to-?;_‘s'is:\ess
: _ Inter-Application Messaging Middleware, ebXML, WebSewvices Cofﬂmﬁnic
NIST Smart Grid Roadmap 3.0 - Catalog of Standards> : b L s
Etc § | IEC 61970, IEC 61968, IEC 62325 - Common Information Model (CIM)|
@
(OASIS, Power market ANSI C12/ E IEC 61970, IEC 61968 — CIM Profiles and Message Syntax
ASHRAE 135 Building automation IEEE 170x AMI g —
etc) & | SCADA | EMs | DMs o“;:,':,:; frgineerng & | Extemalr | Application
: E Apps Apps Apps Apps Apps Apps Inte/r;\aces
o
é Data Acquisition and Control Front-End / Gateway / Proxy Server / Mapping Services / Equi \l:“ oot
< Role-based Access Control/ Meter Head End g S;stem
i ‘
IEC 60870 o | Interfaces
Telecontro 3 || anst | IEEE IEC 61850 XML IEC 60870-
\ = cl2 | 1815 Messaging 6
PEV related z (DNP3) TASE.2
”.J Meter (ICCP)
(SAE J1772, SAE ’ _“‘Z Sandark : Communication Influstry Standard Protocol Stacks
g = [ {ISOJTCP/IP/Ethernet)
2836 etc) IEC 61850 ; | Crosg-Cutting Infrastructure 4 WAN / Telecontrol
| ure -
PLC related CyberSecurity E Communication Medigand Services
U Field
(IEEE 1901, related (IEC = Wieer | sswion | DEE e A Other Control 2 s
ITU-T G.99xx AMR/AML | o ton 5 | Fesder External Systems Coniras External
' ! 62351, etc) Systems | Devices (2g. Substations) Systems
etc) *PLC(Power Line Carrier) Customer | IEDs. Relays. Meters, Switchgear, CTs, Peer-to-Peer
\ *PEV(Plug-in Electrical Vehicle) J Meters \Ts T AT




KERI Microgrid

Ilé’“ *BEEI“" MlcroGndJJH;
K@f@am Developmen of Autonomous Demand Managemen ont Type Micr Grid
ENVIRONMENTAL

< “FRIENDLY
) BEI-IAEI-E

W




KERI Microgrid Project Histo
g E___J‘/,

Phase 1

e 2004~2006

o System Size: 50kVA

e 3 Sources(1 Renewable, 1 DG, 1 Storage)

¢ Basic functions of DGs(MPPT,Anti-Islanding)

Phase 2

¢ 2007~2009

e System Size: 100kVA

¢ 5 Sources(2 Renewables, 2 DGs, 1 Storage)
e PCC Flow Control, Islanding, Resynch.

Phase 3

e 2009~2011

o System Size: 200kVA

¢ 9 Sources(5 Renewables, 2 DGs, 2 Storages
e Real Load, EnergyOptimization,Power Quality

100kVA

2009 2011




KERI Microgrid

IVlicrogrid Pilot Plant

22.9kW/380V
200kVA
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KERI IEC61850 Roadma

A WT P .
[ Data Model(Logical Node) I I Y .|' L. !
,—3&5 1 i T i
(SMV) (GOOSE) (_GSSE ) (Time Sync) —— l : y -
[sp«vhc(mubonmemwr'(m)] : D ° U O T
T I
e
= » | IEC61850 IEC61850 IEC61850
[ ey | DG Interface DG Interface DG Interface A
. v,
LAN LAN LAN
IEC61850
DG Interface s L
(" Comm. & ) (
ESS Controller Functional > Measure
Conformance -ment
eil=N= =N=1=) Test \_
IEC61850 scL - o
Analyzer Checker (7] J—'
ﬂ'g'l'_ . USE CASE REPORT
IEC61850 based WT.PV,ESS vy
Protocol Analyzer ) ) K =
—{ y ] ESS MicrogridEMS >
Test Certification
Platform
> Year 2 ah Future —

. Year 1

(DG Interface Technology)

L~ >
/ /"‘.
7

(Microgrid Demonstration)

(Test Certification Phase)

» WT : Wind Turbine PV : Photovoltaic  ESS : Energy Storage System  EMS : Energy Management System



IEC 61850 DG Interface

IEC61850 System Distributed Generation
g

Others. .
IEC61850 'Eccl:.6185°
ients . o
Servers . KERIIDGIE-61850-001""

-
Features

Credit card sized 1GHz processor
Embedded Linux OS

DG <-> |[EC 61850 Interface

Data models for DG

Serial communication with DG device
\_ _J

Performance

W AM335x 1GHz ARM Cortex-

Angstrém Linux
Android  Ubuntu 3D graphics accelerator

N O EE S\ floathg poitaccelerztor

BoneScript Library 2x PRU 32-bit microcontrollers
more... :

Supported IEC 61850 Services

Server, Association, DataSet, GOOSE,
Reporting, Control, File transfer, Time-sy
nc, etc.

Other features
Credit Card Size
USB client for power/debu 2GB eMM(C flash
512MB DDR3L
USB host Ethemet HDMI spy; 1> Gpio(69),LCD, 7AIN,
2x 46 headers uSDHC 4Timers, 4Serial, CANO, etc.
5V DC power




IEC61850 conformance tes

.

\
Client SIMULATOR ANALYZER Time Master
- IEC 61850 Client Simulator - Network protocol analyzer - SNTP Server
based on script - MMSI/IEC61850 Packet Anal - Time Sync Test
- Send Positive/Negative Req yze & Validation
.to DUT - Comm. Sequence Check VAR )

REQ | | i

N I N

IEC61850, DGﬂntweLrAfacAejkMoAd ule,

- IEC 61850 MMS, GOOSE, Event, Control
- Rs-232c¢(Modbus RTU) with DG controller

y
||
) )
DG Simulator
- HMI touch panel(LS XP50)
- RS232c (Modbus RTU)
- Control, Status, Measurements Simulation
J

<IEC61850 Conformance Test Setup>
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IEC61850 conformance tes
/

Documentation Configuration Modeling 1. Basic Exchange 2. Dataset select

Positive Negative
Case(11) Case(-)

MdI1-11 -

Positive Negative
Case(2) Case(-)

Docl,2 - Cnfl-5 -

Positive Negative

Positive Negative Positive Negative
Case(5) Case(-)

Case(12) Case(8) Case(2) Case(l)

Assl-3  ASSN2-5
Srvl-9 SrvN1-4

Dset1,10 DsetN1

IEC 61850 Conformance Test

2+. Dataset definition 5. Unbuf. Reporting

Positive Negative
Case(11) Case(5)

Positive  Negative
Case(8) Case(15)

Dset2-9 DsetN1-15 Rp1-10,12 RpN1-5

J

9a. GOOSE Publish

6. Buf. Reporting

Positive Negative| Positive Negative
Case(13) Case(5) : = Case(6) Case(-)
Vs ) Gop2-4,
Br1'12,14 Ber'S — 7’9110 -

Total Test block : 13 Total Test case : 131

12a. Control(DOns) 12d. Control(SBOes) 13. Time Sync 14. File Transfer.

Positive Negative Positive Negative Positive Negative Positive Negative
Case(®) Case(3) Case(6) Case(6) Case(2) Case(2) Case(2) Case(2)
Ctl2,7 CtIN3,8,11 Ctl2,3,7 CtIN1-4911

Donsl,3 SBOes1-3 Tm1,2 TmN1,2 Tm1,2 TmN1,2

\_

<IEC61850 Conformance Test Block & Cases>



IEC61850 conformance tes

1st Test 14.04.16~14.04.17 2nd Test 14.05.29~14.05.30 3rd Test 14.06.19~14.06.20

N N
80/131 cases passed 131/131 cases passed
Progress : 61% Progress : 100%
Additional functions and Documentaion check

Exception handling Test and Final Test

61/131 Cases passed
Progress : 45%
Basic functional Test
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<IEC61850 Conformance Test Result>




IEC61850 based Microgrid

DevelopmentiEnvironment

IEC61850 Client Simulator

4»4.-- ——
£ Optons

2:SCL Editor/Designer _ _

SCL Forge - Tiangle MicroWords, Inc

~ TMW SCADA
- Data Gateway




DG Models & SCL Design
L

Grid o1 IpaxU

Q-U. c

Transformer

V
R
v}
a5
1

WTRM I
WLPHD}
WGEN |
WeNV |
t C>_ WYAW!

WIRF |

WTUR !

L
WT Circuit

Breaker
_

EWI

BR

J

)\II.\IXU i DER Unit Controller
PDIS PV Array |

PDIF Sub-array DPVA '/ DRCT, DRCS, DRCC,
DPVM String DPVA DPVC | FSEQ MMXU
DTRC

DER Plant Electrical |

DPST ! u E Connection Point(ECP) i
gggg i DCRP, DOPA, DOPR,
DSCH 4 DOPM, DPST, DCCT,

S e 2P / \_ DSCC, DSCH

<Distributed Generators shown in Visual SCL>

<-/‘V

Simple Microgrid for Test

L)

% Transformer/Switch/Feeder
1 WT, 1 PV (DGs)

1 Seg Ethernet Network

IEC 61400-25 based WT Model
IEC 61850-7-420 basd PVModl

X/ K/ K/ R/
0’0 0’0 0’0 0’0

SCL Engineering Design

s SCL Forge Tool
% Visual SCL
** DG Interface (Embedded Svr)

.....
o=




IEC61850 based Microgrid

PV1

DE 1

@ pv 2

oW g

LS%%VZ = pv 3
it WT 10kW
g p™>"- 5

B ‘ . " !

-

o

LED idﬁ b

N 2 - <
Distribution Qs‘-'
network £

R=g
Load 3
| 12kW
‘ DE 2 + j12kVar
20kW
SN Load |

33kV/380v  STS
200k VA

/ P KERI'DIO| 2 =32| EH[EEH|E

| \ -. =



IEC61850 based Microgrid

KERI IEC 61850 714t O}0|AZ13|S A|AE il

SIS A0IETR 2014-10-10 PM4:06:46

44l Demand 0.0ikwi  0.0kvarr 378.1v1 377.41v;1 60.01Hz A Supply
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].9 S,
‘®

PV2(73A1714)

-

s Y

=
-
33kv/3ev  STS * SuperC
200KVA 0l -5

30KW-255

BESS
S0KW-aH

DE2 (20kw)

Time Lost  Node agno! 0 olue Description

WA g ARy oLy

2% Edi= dliolEf ojHIlE




IEC61850 based Microgrid

Summary.
> AAIZE 20t

A&ﬂ;Suppl‘: _/‘\_HI Demand HI% Ratio

AdAE 18.47 54.6%
-4Hl 15.34 45.4%
0.0%

2% 0.00
© 18.47 Ea bl
1.1%Sloruge

bymn I
| iy

Historical Data
> S tiolE

T

795
£

e
sess

Real-t

ime Trend

I

-

B niles E

2014-12:09 2 up [AM11:10:325] 27IMI2t w1 | oal | erl |

EXIEED | ELIEET \ shereiziy |

[WTGEEE| pesokw) | DE20kwW) | STS(mGrid) |

Alarm/Event

> atat/ojie

ARZE 1 min |- 30 min | 1 hour

322

206
sawsn | eomas |

cH 32 24
22 003 ¥ alt[ 003 ¥

2ol8sh

0.0
s |

0.0 0.0

0.0

0.0
WS  ocicoww)
1

5 0.0

STS(mGrid)

0.0

DE2(20kW;

8.4

Ack|Priority|
Low

Time In

| Time Last |

Node |
BLK

Tagname

[ Status | Value

Description

Low.
Low.
Low.
Low.
Low.
Low.
Low.
Low.
Low.
Low.
Low.
Low.
Low.
Low.
Low.
Low.
Low.
Low.
Low.

1055:26.475
1055:26.475
105526 475
1055:26.475
1055:26.475
1055:26.475
105526 475
1055:26.475
1055:26.475
1055:26.475
105526 475
1055:26.475
1055:26.475
1055:26.475
105526 475
1055:26.475
1055:26.475
1055:26.475
105526 475
105598 475

10:55:26.475
10:55:26.475
10:55:26 475
10:55:26.475
10:55:26.475
10:55:26.475
10:55:26 475
10:55:26.475
10:55:26.475
10:55:26.475
10:55:26 475
10:55:26.475
10:55:26.475
10:55:26.475
10:55:26 475
10:55:26.475
10:55:26.475
10:55:26.475
10:55:26 475
105596 475

BLK
BLK
BLK
BLK
BLK
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IEC61850 Plug&
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Plug&Play Test Result
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Recap & What’s next?

@ |EC 61850 Summary

- Definition, Characteristics, Benefit
- Expansion of the standard, IEC 61850 in Smart Grid

© KERI Microgrid

- Definition, History, Microgrid Pilot Plant
- [IEC 61850 Roadmap in KERI microgrid

@ |EC 61850 based Microgrid Demonstraion

- |[EC 61850 DG interface module, Conformance test
- Microgrid SCADA

@ IEC 61850 Plug&Play

- [IEC 61850 Plug&play concept, Test setup
- mPnP (Microgrid plug&play) test result

@ What's next?

- Development of Smart DER and coordinated management system based on IEC 61850
- Development of Intelligent Multi-microgrid Energy Network Technology



xi

.

Lict

Changhee Cho chcho@keri.re.kr

_—

S

N



