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Smart Grid - Convergence of Electric, Communication, and 
Information infrastructure for a Modernized Electric Grid System  

The Smart Grid Defined 
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h9Ωǎ wƻƭŜ ƛƴ DǊƛŘ aƻŘŜǊƴƛȊŀǘƛƻƴ 
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Reliability: reduced power interruptions  

Efficiency: improved asset utilization, 
increased energy efficiency  

Resiliency: mitigation of impact,   
restoration time 

Flexibility: clean energy, diversified 
generation (size, type), load management  
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h9Ωǎ wŜǎŜŀǊŎƘ ϧ 5ŜǾŜƭƻǇƳŜƴǘ tǊƻƎǊŀƳ 

Program Areas Goals 

Clean Energy Transmission and Reliability 

ÁTransmission Reliability and  

Renewables Integration 

ÁAdvanced Modeling Grid Research 

Develop advanced monitoring, control, and  

computational applications to reliably operate  

the US transmission system. 

Smart Grid 

ÁSmart Grid R&D 

ÁPower Electronics 

Develop advanced digital technology for applications at  

the distribution level to achieve self-healing from grid 

disturbances and full customer participation and choice 

in load management. 

Energy Storage 

 

Develop new and advanced energy storage technologies  

that will enhance the stability and reliability of the future 

electric grid. 

Cybersecurity for Energy Delivery Systems Develop resilient energy delivery systems that can survive a 

cyber incident while sustaining critical functions. 
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Smart Grid R&D Program 

 

Microgrids 
 

Develop commercial scale microgrid 
systems to meet power quality and 
reliability needs and economic and 
noneconomic objectives of individual 
end users. 

 

 
 

Intelligent Load Management 
 

Develop tools to greatly expand 
demand response and consumer 
energy management for improved 
system efficiency. 

 
 
 

Distribution Automation 
 

Develop advanced sensors, 
communications, and information 
technologies, with modeling and 
decision support tools, to provide 
intelligent responses to changing 
loads, supply, and failure conditions 
for improved system reliability. 

 

Focusing on distribution systems and customer solutions,  
including interfaces and integration with T&G systems 
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V  Smart grid analyses 
Á field projects 

Á technologies 

Á control strategies 

Á cost/benefits 

V Time scale: sec. to yrs  

V Open source  

V Contributions from  
Ágovernment 

Áindustry 

Áacademia 

VVendors can add or 

extract own modules 

GridLAB-D:  A Unique Tool for 
Designing and Studying Smart Grids 

Power Systems Loads Markets  
Unifies  models of the key  elements of a  smart grid: 

ü GridLAB-D is a DOE-funded, openςsource, time-series simulation of all aspects of operating a smart grid from 
the substation level down to loads in unprecedented detail 

ü Simultaneously  Unbalanced, 3-phase power flow (radial or network), w/explicit control strategies 
solves:  End use load physics, voltage-dependency, behavior & control in 1000s of buildings 
  Double-auction retail supply/demand markets 
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Defining Microgrids 

Microgrid Definition 

ωA microgrid is a group of 
interconnected loads and 
distributed energy resources 
within clearly defined 
electrical boundaries that 
acts as a single controllable 
entity with respect to the 
grid. A microgrid can connect 
and disconnect from the grid 
to enable it to operate in 
both grid-connected or 
island-mode.  

Key Attributes 

ωGrouping interconnected 
loads and  distributed energy 
resources 

ωCan operate in both island 
mode or grid-connected 

ωCan connect and disconnect 
from the grid 

ωActs as a single controllable 
entity to the grid 
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FY 2012 and prior 
ÁRenewable and Distributed Systems  

Integration 

ÁConsortium for Electric Reliability 
Technology Solutions  (CERTS) 

ÁThe Distributed Energy Resources 
Customer Adoption Model (DER-CAM)  

ÁEnergy Surety Microgrids 

ÁSmart Power Infrastructure  
Demonstration for Energy, Reliability, 
and Security (SPIDERS) 

ÁStandards Development ς 
Interconnection and Interoperability 

 

Microgrid RD&D 

 

FY 2013 and beyond 

ÁRD&D to reach 2020 microgrid 
performance targets* on costs, 
reliability, system energy 
efficiencies, and emissions 
 

 *Develop microgrid systems capable of 
reducing outage time of required loads by 
>98% ; cost comparable to non- integrated 
baseline solutions (UPS + diesel genset); 
reduce emissions by >20%; improve system 
energy efficiencies by >20% 

To date, the bulk of work has been on microgrid demonstrations 
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Renewable and Distributed Systems Integration 
(RDSI) 
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Lower Peak Demand Reduces 
Infrastructure  Investments 

25% of distribution & 10% of generation 
assets (transmission is similar),  
worth 100s of billions of US dollars, are 
needed less than 400 hrs/year! 

Á9 demonstration projects in  
8 states to integrate use of DER to 
provide at least 15% peak demand 
reduction on distribution feeder or 
substation 

ÁProjects are either microgrids or 
are developing technologies that 
will advance microgrids 

ÁSystems must be capable of 
operating in both grid parallel and 
islanded modes 

Á$55 million of DOE funds over five 
years (total value of awards will 
exceed $100 million, including 
participant cost share)  
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When a disturbance to the utility grid occurs, the automatic 
ŘƛǎŎƻƴƴŜŎǘ ǎǿƛǘŎƘ ŜƴŀōƭŜǎ ǘƘŜ ŦŀŎƛƭƛǘȅ ǘƻ άƛǎƭŀƴŘέ ƛǘǎŜƭŦ  
from the main utility grid and independently 
generate and store its own energy. 

The distributed energy resources 
management system (DERMS) serves 
to reduce peak demand during normal 
grid-connected operation or during a 
demand response event. 

Two 1.2 MW backup 
diesel generators 

Distributed Energy Resources 
Management System 
(DERMS) 

2 MW 
advanced 
energy 
storage 
system 

1 MW 
fuel cell 

1.2 MW 
rooftop solar 
photovoltaic 

system 

Five 2.3 kW 
wind turbines 

PG&E utility 
interconnection or 
ñPoint of Common 
Couplingò and 

static disconnect 
switch 

Santa Rita Jail Microgrid 
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SPIDERS:  Smart Power Infrastructure  
Demonstration for Energy, Reliability, and Security 

Objective 
 

Technical Scope 

 
 

DoD, DOE, and DHS collaborate to design and implement three separate microgrids supporting 

critical loads at DoD bases. Each one is slightly larger and more complex in scope than the previous. 

The sites include: 

ï Joint Base Pearl Harbor Hickam 

ïFort Carson 

ïCamp Smith 

A key part of the project is the standardization of the design approach, contracting, installation, 
security, and operation of these microgrids to support future applications. 

Á Improve reliability for mission-critical loads by connecting 
generators on a microgrid using existing distribution 
networks. 

Á Reduce reliance on fuel for diesel power by using 
renewable energy sources during outages. 

Á Increase efficiency of backup generators through 
coordinated operation on the microgrid. 

Á Reduce operational risk for energy systems through a 
strong cyber security for the microgrid. 

Á Enable flexible electrical energy by building microgrid 
architectures that can selectively energize loads during 
extended outages. 

CAMP SMITH 

ENERGY ISLAND 
 

Å Entire Installation 

Smart Micro-Grid 

Å Islanded 

Installation 

Å High Penetration of 

Renewables 

Å Demand-Side 

Management 

Å Redundant Backup 

Power 

PEARL-HICKAM  

CIRCUIT LVL DEMO 
 

ÅRenewables 

ÅHydrogen Storage 

ÅHydrogen Fuel Cell 

ÅEnergy Management 

ÅCyber Test at INL 

 

FT CARSON 

MICRO-GRID 
 

Å Large Scale        

Renewables 

Å Vehicle-to-Grid 

Å Smart Micro-Grid 

Å Critical Assets  

Å CONUS Homeland 

Defense Demo 

CYBER SECURITY BEST PRACTICES 

TRANSITION 
 

Å Template for  

DoD-wide 

implementation 

Å CONOPS 

Å TTPs 

Å Training Plans 

Å DoD Adds Specs 

to GSA Schedule 

Å Transition to 

Commercial 

Sector 

Å Transition Cyber-

Security to 

Federal Sector 

and utilities 

RIGOROUS ASSESSMENT WITH RED TEAMING IN EACH PHASE 
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